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Abstract; With the improvement of science and technology, more and more advanced automation equipment and
computerized systems are applied in Good Laboratory Practice (GLP) field. The advanced technology brings high-
efficiency and convenience, but the data integrity management is constantly challenged. The main conflict is be-

tween the continuous upgrading of modern science technology and the inadequate management strategy in GLP or-
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ganizations. At present, many governments and authorities have been developing the regulatory guidelines on com-

puterized system validation and data integrity, and have accumulated rich experience in monitoring and inspection.

The paper examines and summarizes the requirements of the international guidelines, including Organization for E-

conomic Co-operation and Development (OECD), International Society of Pharmaceutical Engineers (ISPE), Phar-

maceutical Inspection Co-operation Scheme (PIC/S), Active Pharmaceutical Ingredients Committee (APIC), etc.. A

classification strategy model based on data integrity is introduced to satisfy the development demand of eco-toxicol-

ogy GLP lab and help the management become more intensive, strategic and scientific. Based on data integrity

principle and risk assessment, a four-step method including information collection, classification and categorization,

measures assessment and measures management is established. This method is helpful for elevating the application

level of computerized system and promoting the international GLP development process.

Keywords: data integrity; computerized system management; GLP compliance management
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Table 1

The data integrity requirements suggestions in user requirement specification (URS)

K5 5t 1
No. Ttem

FARER

Specified requirements

RAFIE A

Good record guidance

(g RMIEA AU/ T ARG %
The form of record: Paper/electronic/hybrid
()L 530 ) O A s Py R
The system should provide a mechanism to enforce data retention
() VNER NP2 €L /N SIR
The system should perform an accuracy check on manually entered data
@)EURTC SRR AR 18 BT 20 O 5 e M

Original records and true copies should preserve the integrity

A GRS B

Personnel rights management

(5)ET A AN BRAS FH Y
The system should establish a list of personnel rights
)N SRR BBl A BRI R AR Y
The system should have a procedure on how create, change or cancel the personnel right
(DH K 7 48 R
The system should perform an appropriate management on user account
(B B AL PR LAY R

Requirements on system administrators

piEay

Access control

(O)B)7 AR BN 53 2 filh 2 52 1 150
The system should employ logical controls to restrict access to authorized persons
(10) AN AL BEVS 0] AL fiE
The system should have access controls to ensure that personnel have access only to

functionality that is appropriate for their job role

W BRI R B

Audit trail and audit trail review

A AEHIHE R
The system should have the function of access control
(12)F B IE ¢ AR FT AT 3245 50
Audit trail record should be available and convertible to a human readable form
(13) AT AL v I 7 3368 B o e 2R
The requirements on audit trail review before approving critical records
(14)7E 1 o ) o 1138 BR D RE A TR TSR
Frequency and requirements on period review for audit trail function
(13T A ERC R A A WA T H g %

The retention time for audit trail record should not be shorter than that of the project record

The details about frequency of backup, the nature of the backup, the length of time the backups are retained

FeAn AR R
5 Back up, archive

and restore

(6Bl WL 173 A

The computer system should provide a process for regular backups of all data relevant metadata

AN TERT J5 WA AL B AL

AT AP AL
The system should provide a mechanism to archive complete and accurate records
(19)& & 2 FIRY R % A Ry L]
The system should establish a protection mechanism on the security of backup and archive
QOYF Oy HERIE  SE R E PRI I i 95 UE A A
The integrity and accuracy of backup data, and the ability to restore the data, should be

checked during validation and monitored periodically

RE YT ]

Period review

QUEWIG £ RGN REFNT i

Procedures should be established to perform periodic check of the system function and documentation

Q2 5 R A FNRMEPR S R P/ S

Business recovery and disaster recovery procedures/reference file

%15 %
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